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In PHP 8.0.X before 8,0.28, 8.1.X before 81,16 and 82X before 82.3, core path resolution function allocate buffer one byte too small. When resolving paths with lengths
close to system MAXPATHLEN setting, this may lead to the byte after the allocated buffer being overwritten with NUL value, which might lead to unauthorized data access...
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In PHP 8.0.X before 8.0.28, 8.1.X before 8.1.16 and 8.2.X before 8.2.3, excessive number of parts in HTTP form upload can cause high resource consumption and excessive
number of log entries. This can cause denial of service on the affected server by exhausting CPU resources or disk space.

NVDR T —% X: HEHHModified) FH H: 2023/05/18 ZAHH: 2023/02/16

CVE-2023-3823 CUSS(3.1) 7.5 | CUSSI3.1/AVN/ACL/PRN/UEN/SUACH/ENAAN Q@ setsEE "R

BIRDEIE A A— (7l AV IERIE M)

KEHEA A=V EHARPDOILOTHY ., EREOBIRTIRUSNIEEEELHHEENHYEY

o LH—EXDEE

BRI BRETHENOT LAY TNVERER
BAEENZWEN, BEY—ILEOTERERETHD, VT IILTEBEMIZIRELOT LU

HR2. 8155~ DOffitsk %R

SaaSIRMIEN T, ST ARMANZAF=EA LAY L Mg

RS EARRDERXEY R+

BABDURIRXYUORRANTEINARZIZLSH ., EABRELQAYR—IMEFBLTA—FHETOY—E AR FEHYR—F

oBhR D EEREIZDULNT

SEDORIMIE. EASMY—E ZDFHAE LUVH—EZNDT—R/ A\ IIZTH AW SR E M [ EETREL L
FTLBIRTIE. 7TV DER. SN D B ZHZE TEAMAEERETITAAVETET OT, RIKOBE DR
EASMD L EMDREFHZERIL TV ZFFET

BR DR

<R : 20234610 A26 A (K)~ E kR —RETR024E1 A F %)

(A (8

{CRIAAE: FEA—LTELRETHENEHEEE
RIS PR RIAS, H LIS RIRKICIBRIEE DAL 28 1 — I AL B E



EXIRICRIT-5EDEE
‘R iEE

Ay aR—RHERE

- LiR—hH SItaE

SSTTIE. BIRFEZHFIAWN W= EENLD T —R I\ IESEORFICKEEL., 2024F1 ADIEXRV—REBEL
THYET,

(XSt X217 RN, -TH/00— SHBE]

SSTIEN AU A—RYrEREIZLIZLEWSENER AIZ, 2006 F (2R ISN=WebT7 T r—atx 1) T/ DEME
£TY, MR- ERAODEI—XITHL T, EFaT7HEH-HARO-ODHE - ZIEH—E X, Mis5H2ZE. V5 REWAFT
Scutum (RFa—4L) JZHFDIWeb YAt DREE—ELTFHWeb ¥ 1) T —ERZRBLTLET,

A HAEHEF1TRIS-TH/O0—

RHtER7E REA T AR A AE2-2-4 PMO%#H A ZAHETIl 10F

BV :200643 A

KgE REERE KK T )

BERE :Web7 ) 4r—a> D552 E Secure Sky Technology
DFIRBWAFY—E R, X2 T+BE -XEY—EX avHILT40T

URL :https://www.securesky-tech.com/

(BEVEDHEE]

Xttt Fa17RAA-T9/80—

RIS EASMELE

E-mail: sales@securesky-tech.com
TEL:03-3525-8045


https://www.securesky-tech.com/
https://www.securesky-tech.com/

